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For public release  
 

POLICE AND CRIME COMMISSIONER (PCC) FOR LINCOLNSHIRE 
REQUEST FOR DECISION 

 
    REF:  001/2022 

DATE:  15 March 2022 

 

LEVEL ONE MOBILE PHONE EXAMINATION TEAM 

REPORT BY CHIEF CONSTABLE 

CONTACT OFFICER T/DCI Jennifer Lovatt, Deputy Director Intelligence 

Tel 01522 947253 

EXECUTIVE SUMMARY AND PURPOSE OF REPORT 

The purpose of this report is to confirm approval to recruit a Level One Mobile Phone 
Examination Team, that will consist of eight police staff technicians and one police staff 
supervisor. It also confirms the recruitment of one Technical Manager who will also be 
responsible for the accreditation of mobile phones within the Digital Forensics Unit (DFU) 
LAB. 

The provision of this team will ensure that Lincolnshire Police can achieve and then maintain 
accreditation to ISO 17025 standards for level one mobile phone examinations. It will 
ensure that the DFU lab can maintain its existing accreditation for level 2 mobile phone 
examinations. The creation of this team will also free up a considerable amount of “front 
line” police officer time as those that are trained will no longer carry out the level one 
examinations. The central team will be able to carry out the examinations to a higher 
standard and will be more efficient. The team will ensure coverage 365 days of the year 
from 07:00-22:00 hours. 

 

RECOMMENDATION 
That the recruitment of the technicians, police staff 
supervisor and technical manager is approved. 

 

POLICE AND CRIME COMMISSIONER FOR LINCOLNSHIRE  

I hereby approve the recommendation above, having considered the content of 
this report. 

Signature:  
Date:  15 March 2022 

 
A. NON-CONFIDENTIAL FACTS AND ADVICE TO THE PCC 

 
A1. INTRODUCTION AND BACKGROUND 
 

1. The field of digital forensics within crime investigation is advancing at an exponential 
rate. More and more people live their lives on the internet and are using their electronic 
devices and mobile phones. Mobile phones and electronic devices can hold more data 
due to the memory size increasing. The  range can be from 8GB to 1TB, with the 
average being between 64 GB – 512GB and memory can be further expanded with 
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the use of SD cards. Operating systems are also becoming more advanced with more 
layers of encryption and locking facilities 

 
2. Digital Forensics like many areas of business within policing needs to be compliant 

with ISO standards but Forces (including Lincolnshire) have yet to achieve these 
standards in some areas of digital forensics. In May 2021 the Forensic Science 
Regulator (FSR) was granted statutory powers this means that all Police Forces should 
be working towards, achieving and maintaining accreditation to ISO standards. Failure 
to achieve these standards means that Forces could be forced to stop work until they 
achieve those standards and ultimately evidence is challenged at court by the defence 
and could be deemed inadmissible. This would have serious implications for the 
service that Lincolnshire Police deliver to victims and the criminal justice system as 
well as serious damage to the Force’s reputation. 

 
3. The volume of level one mobile phone examinations has increased with an average of 

5524 devices being examined a year (figures 2020). Devices are getting more and 
more complicated with larger memory capacity as illustrated above this means that it 
is taking Officers longer to examine the devices on the kiosks on average it works out 
at around four hours. We are finding that the current Cellebrite kiosks are coming to 
the end of their life, they are not compatible with many of the newer models of smart 
phones and unlocking phones is becoming harder without the PIN 
numbers/passwords. We are therefore seeing more devices being submitted to the 
DFU which has a knock on effect on the service delivery for level 2 examinations and 
an increase in complaints from Officers. The current licences for the kiosks are due to 
end in June 2022. What used to be a more efficient way of examining phones is now 
becoming inefficient and time consuming for officers. 

 
4. Forces are now coming under more scrutiny as regards data protection and data 

handling with victims, witnesses, and suspect devices. Examinations should take a 
targeted approach and we should not be downloading data that is not required for the 
investigations. Consent forms must be signed by victims and witnesses. The work 
carried out on the kiosks is unsupervised and there is no independent way of 
monitoring this. 

 
5. The Current structure of the mobile phone kiosks within Force is that we have 6 

standalone Cellebrite kiosks at 5 hubs across the county – 2 x Lincoln, 1 x Boston, 1 x 
Spalding, 1 x Grantham and 1 x Skegness.  There are 299 officers trained to use the 
kiosks. Under this current structure Lincolnshire Police would not achieve 
accreditation. 

 
6. The proposal is for Lincolnshire Police to move to a different operating model utilising 

a small, dedicated team of staff at one central kiosk hub/lab. This will ensure we meet 
accreditation and ensure the proper and direct supervision of level one examinations 
and the staff and to make sure the Force is compliant with legislation and guidance, 
such as devices that belong to victims. 

 
7. This new team would free up the considerable amount of time that it takes for an officer 

to download a device on a kiosk. A team that is well trained, experienced, and 
conversant in the different types of mobile phones will reduce error rate, ensure they 
only extract what is required and be able to resolve problems easier. To meet demand, 
the Force would need to move from 6 kiosks to 12 high spec processing machines to 
cope with current and forecasted demand.  

 



 

 Page 3 of 5 PCC decision request 
V1.3 (June 2017) 

 

8. This will allow the force to set up a team which will have operational benefits for the 
Force It will save 22,096 hours in officers time which equates to a non-cashable saving 
of £552,400 a year. 

 
9. The recruitment of the TM at this time will mean that we have a dedicated TM for mobile 

phone examinations within the DFU itself taking the burden form the current TM who 
would be dedicated solely to computers and POLIT triage. It would share the 
knowledge so that the Force has that necessary resilience as regards accreditation 
and removes the risk of only having one TM for digital forensics. 

 
10. The Police Staff supervisor will line manage the team and will also be responsible for 

reviewing the submissions made by investigators and for performance management. 
 
A.2 LINKS TO POLICE AND CRIME PLAN AND PCC’S STRATEGIES/PRIORITIES 
 

This proposal supports the PCC’S key principles within his crime plan 2017-2021. 
 

Policing that works –  
 

The team will allow the Force to work towards, achieve and maintain accreditation to 
ISO 17025 standards for level one examinations of mobile phones. This means that 
evidence obtained will meet the highest standards of evidence for court and will 
withstand scrutiny. 

 
The new team will be trained and will receive continued professional development to 
ensure that their knowledge of mobile phones and how to examine them is current and 
up to date. 

 
The establishment of the team will ensure that front line police officers are freed up to 
carry out other enquiries and patrols therefore the service to the public will be 
improved.  

 
A service level agreement will be completed to ensure that phone examinations are 
turned around as expeditiously as possible ensuring a positive impact on 
investigations. 

 
The investment in new equipment will mean that examinations will be quicker to carry 
out than the current kiosks which are now at the end of their life. 

 
Protecting and supporting victims and the vulnerable –  

 
Achieving accreditation will ensure that any evidence extracted from devices belonging 
to suspects, victims and witnesses is carried out to the highest of standards ensuring 
that evidence is less likely to be challenged at court avoiding potential delays in trials. 

 
Having a team that has the required and continued training means that the potential of 
extracting more and better evidence from phones belonging to suspects will improve 
the standard of investigations and bring suspects to justice quicker. 

 
Victim phones will be examined on the same day that they are seized ensuring that 
they are not without their devices for longer than is necessary. The examination of 
victim’s phones will be able to be properly supervised as the Supervisor and team will 
ensure that the appropriate consent has been obtained and only required data is 
extracted in accordance with the recent Bater-James ruling and the College of Policing 
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approved practice and professional guidance. This will improve confidence from our 
victims and an improved service. 

 
B. FINANCIAL CONSIDERATIONS 
 

£124,557 will be required for financial year 2021 – 2022. Ongoing yearly cost is 
£454,732. This includes salaries, equipment, licences, software and training. 

 
The yearly savings in officer time is the equivalent to a non-cashable saving of 
£552,400. This will save the Force approximately £105,000 a year. 

 
C. LEGAL AND HUMAN RIGHTS CONSIDERATIONS 
 [This should include the legal powers the PCC has for making the decision] 
 

The Police Reform and Social Responsibility Act 2011 (“the Act”) makes provision for 
the governance and administration of police forces. The Act charges the Police and 
Crime Commissioner for Lincolnshire with securing the maintenance, efficiency and 
effectiveness of Lincolnshire Police.  

 
The PCC and CC’s Financial, Contract and Procurement Regulations provide for the 
PCC to make decisions on the use of “the budget”. 

 
D. PERSONNEL AND EQUALITIES ISSUES 
 [This should include a copy of the Equality Impact Assessment, if required] 
 

The PCC requires all providers / contractors to have policies in place to demonstrate 
their commitment and meet all applicable legislative requirements in relation to 
personnel and equality issues. 

 
E. REVIEW ARRANGEMENTS 
 

The team will be managed in accordance with Police Staff policies and procedures 
which include performance management. 

 
F. RISK MANAGEMENT 
 

This will be managed in accordance with existing Force policies and procedures. 
 
G. PUBLIC ACCESS TO INFORMATION 

 
Information in this form along with any supporting material is subject to the Freedom 
of Information Act 2000 and other legislation.  Part 1 of this form will be made available 
on the PCC’s website within one working day of approval. However, if release by that 
date would compromise the implementation of the decision being approved, 
publication may be deferred.  An explanation for any deferment must be provided 
below, together with a date for publication.  
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Is the publication of this form to be deferred?   No 

If Yes, for what reason:  

 

 

Until what date:  

 
 

Any facts/advice/recommendations that should not be made automatically available on 
request should not be included in Part 1 but instead on the separate part 2 form. 

 
Is there a part 2 form?     No 
 
If Yes, for what reason:  
 
 

 
DECLARATIONS 
 

 Initial to confirm 
Originating Officer: 
T/DCI Lovatt recommends this proposal for the reasons outlined 
above 

JL 

The CC’s Chief Finance Officer has been consulted on this 
proposal 

SC 

The Chief Constable has been consulted on this proposal CH 

The PCC’s Chief Finance Officer has been consulted on this 
proposal 

JF 

The PCC’s Monitoring Officer has been consulted on this 
proposal 

MB 

 
OFFICER APPROVAL 
 

Chief Executive 
 
I have been consulted about the proposal and confirm that financial, legal and equalities 
advice has been taken into account in the preparation of this report.  Consultation outlined 
above has also taken place.  I am satisfied that this is an appropriate request to be 
submitted to the Police and Crime Commissioner for Lincolnshire. 
 

Signature:  Date:  24 February 2022 

 


