NOT CONFIDENTIAL. - for public release

POLICE AND CRIME COMMISSIONER (PCC) FOR LINCOLNSHIRE
REQUEST FOR DECISION

REF: 016/2015
DATE: 13 May 2015

INFORMATION ASSURANCE REGIONAL

AGREEMENT
REPORT BY Chief Constable Neil Rhodes
CONTACT OFFICER Richard Burge, IMU Manager
Telephone 01522 947100

EXECUTIVE SUMMARY AND PURPOSE OF REPORT

This Regional Information Assurance document has been written for the purpose of all
Regional Collaboration initiatives. it details the terms and conditions under which Police
Data maybe shared, processed and the general responsibilities of each Data Controller and
Data Processor. It is a generic document that covers all coliaboration projects but with
bespoke schedules that for example detail Information Management, who is party to the
collaboration, and the purpose of the collaboration.

The document has been reviewed and agreed by the Regional Information Assurance Group
(RIAG). All Regional Information Assurance leads attend RIAG and have used their
knowledge and experience to assist in formulating this Agreement and ensuring all
Information Assurance requirements are met and adhered to.

Having this Agreement in place will reduce the risk of any security breaches and gives clear
guidelines on how the information shared can be utilised and protected. This will give
reassurance to the public on how forces operate and protect their information. It will aiso
give reassurance to the information Commissioner's Office (ICO) that if a breach does occur,
as a Regional we have considered and set down guidelines on how we should manage
information in collaboration.

That this document is approved and implemented for

RECOMMENDATION all Regional Collaborations

POLICE AND CRIME COMMISSIONER FOR LINCOLNSHIRE

| hereby approve the recommendation above, having considered the content of
this report.

Signature: l( !é; 5‘ ﬁ < _ Date: ,3/0/5/,5

A. NON-CONFIDENTIAL FACTS AND ADVICE TO THE PCC

This Regional Information Assurance Document outlines the requirements the
Information assurance requirements for each force when entering into regional
collaboration. It aiso sets out the terms and conditions under which Police Data may
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be shared between the Parties, which Personal Data will be processed by the Data
Processor and the general responsibilities of each Data Controller and Data
Processor. The document has been heavily influenced by Lincolnshire Police
Information Assurance professionals and provides the necessary guidance to ensure
each force complies to national standards when processing and sharing information,
as such it is recommended it be adopted for all forces and be signed by the PCC.

INTRODUCTION AND BACKGROUND

. This document was formulated and produced to provide a consistent approach to

Information Assurance across the region thereby providing assistance to the
numerous collaboration initiatives that are now taking piace. it was formulated and
agreed at the Regional Information Assurance Group (RIAG), chaired by the DCC of
Nottinghamshire, and in which Lincolnshire plays an active part. It is believed that the
implementation of this document will enable such collaboration initiatives to be
implemented more effectively and within tight timeframes often required. It has been
devised as a generic agreement that covers all coliaboration initiatives, negating the
need for individual agreements going forward.

. As stated the Information Assurance leads within Lincolnshire have been heavily

involved in the writing of this Agreement. Additionally we have held meetings with the
author of the Agreement to ensure it fits all Regional Forces needs and compliance
requirements for Information Security, Data Protection and Information Assurance.

. The document will have a bespoke Schedule 5 and Schedule 6 for each

Collaboration initiative. Schedule 5 will detail Information Managerent information in
relation to Freedom of Information, Confidentiality, Data Protection, Data Security
and Risk Management. Schedule 6 will detait who is party to the Collaboration, its
purpose along with details of the data controller for the information involved.

LINKS TO POLICE AND CRIME PLAN AND PCC’'S
STRATEGIES/PRIORITIES

By ensuring that the information all regional forces hold and process in any regional
project meets all the required standards it will link to following strategies/priorities.

o Reduce Crime

o A fair deal for the people of Lincolnshire
FINANCIAL CONSIDERATIONS
None

LEGAL AND HUMAN RIGHTS CONSIDERATIONS
[This should inciude the legal powers the PCC has for making the decision]

None
PERSONNEL AND EQUALITIES ISSUES

None
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E. REVIEW ARRANGEMENTS

The document will be subject to review at the Regional Information Assurance Group
when necessary and required.

F. RISK MANAGEMENT

None

H. PUBLIC ACCESS TO INFORMATION

Information in this form along with any supporting material is subject fo the Freedom
of Information Act 2000 and other legisiation. Part 1 of this form will be made
available on the PCC’s website within one working day of approval. However, if
release by that date would compromise the implementation of the decision being
approved, publication may be deferred. An explanation for any deferment must be
provided below, together with a date for publication.

Is the publication of this form to be deferred? No
If Yes, for what reason:

Until what date:

Any facts/advice/recommendations that should not be made automatically available on
request should not be included in Part 1 but instead on the separate part 2 form.

Is there a part 2 form? No

If Yes, for what reason:

ORIGINATING OFFICER DECLARATION

initial to confirm

Originating Officer: 7
bl
Richard Burge recommends this proposal for the reasons outlined

o
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above.

Financial advice:

The PCC's Chief Finance Officer has been consulted on this
proposal.

The CC's Chief Finance Officer has been consulted on this
proposal.

Monitoring Officer:
The PCC's Monitoring Officer has been consulted on this proposal

Chief Constable:
The Chief Constable has been consulted on this proposal

Y
P
2

OFFICER APPROVAL

Chief Executive

| have been consulted about the proposal and confirm that firancial, legal and equalities

Signature: r ‘,

V) s
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REGIONAL INFORMATION ASSURANCE AGREEMENT

Dated 2015

THE POLICE AND CRIME COMMISSIONER FOR LEICESTERSHIRE
THE POLICE AND CRIME COMMISSIONER FOR NOTTINGHAMSHIRE
THE POLICE AND CRIME COMMISSIONER FOR NORTHAMPTONSHIRE
THE POLICE AND CRIME COMMISSIONER FOR DERBYSHIRE
THE POLICE AND CRIME COMMISSIONER FOR LINCOLNSHIRE
THE CHIEF CONSTABLE OF LEICESTERSHIRE POLICE
THE CHIEF CONSTABLE OF NOTTINGHAMSHIRE POLICE
THE CHIEF CONSTABLE OF NORTHAMPTONSHIRE POLICE
THE CHIEF CONSTABLE OF DERBYSHIRE CONSTABULARY
THE CHIEF CONSTABLE OF LINCOLNSHIRE POLICE
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THIS AGREEMENT is made on 2015

BETWEEN the following parties (each a “Party” and together the “Parties”):

)

2

)

(4)

®)

1.2,

1.3.

The Pollce and Crime Commissioner for Leicestershire of Force Headguarters, St. Johns,
Enderby, Leicestershire, LE1¢ 2BX and the Chief Constable of Lelcestershire Police of Force
Headquarters, St. Johns, Enderby, Leicestershire, LE19 2BX (collectively known as “Leicestershire
Police”); and

The Police and Crime Commissloner for Nottinghamshire of Amot Hill House, Arnot Hill Park,
Arold, Nottingham, NG5 6LU and the Chief Constable of Nottinghamshire Police of Force
Headquarters, Sherwood Lodge, Amold, NG5 8PP (collactively known as “Nettinghamshire
Police"); and

The Police and Crime Commissioner for Derbyshire of Force Headquarters, Derbyshire
Constabulary, Butterley Hall, Ripiey, Derby DES 3RS and the Chief Constable of Derbyshire
Constabulary of Force Headquarters, Derbyshire Constabulary, Butierley Hall, Ripley, Derby DES
3RS (colleciively known as "Derbyshire Constabulary”); and

The Police and Crime Commissioner for Northamptonshire of Wootton Hall, Northamptonshire NN4
0JQ and the Chief Constable of Northamptonshire Police of Wootton Hall, Northamptonshire NN4
0JQ (collectively known as “Noerthamptonshire Police”); and

The Police and Crime Commissioner for Lincolnshire of Police Headquarters, Deepdale Lane,
Nettieham, near Lincoln LN2 2LT and the Chief Constable of Lincolnshire Pollce of Police
Headquarters, Deepdale Lane, Nettieham, near Lincoln LN2 2LT (collectively known as
“Lincoinshire Police™).

Introduction and L.egal Gontext

The Parties are {and shall be) parties to a number of Caollaborations, under the terms of which Police
Data (which may include Personal Data) may be used, accessed, hosted, processed and/or shared
between some or all of the Pariies.

This Agreement sefs cut the ferms and conditions under which Police Data may be shared between
the Parties and under which Personal Data will be processed by the Data Processor fogether with the
general responsibilities of each Data Controller and Data Processor.

This Agreement will take effect from the Effective Date and will continue in force until terminated in
accordance with clause 12,

Definitions and Interpretations

In this Agreement except where 2 different interpretation is clear from, or necessary in the context, the
following terms shall have the following meanings:

2.1.1. “Agreement” means this document, including its clauses and schedules, as amended from
time to time in accordance with clause 11;

2.1.2. “Alms” means the aims of the RIAG as identified by the Parties and set out in clause 5;

2.1.3. “BCDR Plan” means the Business Continuity and Disaster Recovery Plan attached to the
Collaboration Appendix or, failing that, the Business Continuity and Disaster Recovery Plan of
the Data Processor for that Collaboration;

2.1.4. "Business Day” means any day other than a Saturday, Sunday or public holiday in England;

2.1.5. “Chief Constables” means the Chief Constables who are Parties to this Agreement and
“Chief Constable” means any one of them,

2.1.6. “Collaboration” means a collaboration or provision of mutual aid or any other cooperation
between two or more PCCs, or two or more Chief Constables and two or more PCCs {(whether
pursuant to section 22A of the Polica Act 1996 or otherwise) which involves shared information
technology, communication systems, information assurance, information management and/or
the hosting, sharing, using, processing and/or shared access to Police Data;

2.1.7. *"Collaboration Agreement” means an agreement setfing out the terms and conditions of a
Collaboration entered into between two or more PCCs, or twe or more Chief Constables and
two or more PCCs, under section 22A of the Police Act 19986;

2.1.8. “Collaboration Appendix’ means the appendix for a Collaboration, substantially in the form
of the Tempilate Collaboration Appendix;
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2.1.10.

2.1.11,
21.12.

2.1.13.

2,1.14,

2.1.15,
2.1.16.

2117,
2.1.18.

21.19.
2.1.20.

2.1.21.
2.1.22,

2.1.23,

2.1.24,

2.1.25.
2.1.26.

2.1.27.

2.1.28.

“Contract” means this Agreement andfor any Collaboration Agreement and/or any
Collaboration Appendix, as the context requires;

"Contracting Authority” means any confracting authority as defined in Regulation 5(2) of the
Public Contracts (Works, Services and Supply) (Amendment) Regulations 2000, other than the
Parties;

“Data Controller” has the meaning given to it in the Data Protsction Act 1998 and shall be the
Party(ies) identified as such in the relevant Collaboration Appendix;

“Data Processor” has the meaning given to it in the Data Protection Act 1998 and shall be
the Party identified as such in the relevant Collaboration Appendix;

“Data Protection Law” means the Data Protection Act 1998, the Data Protection Directive
(95/46/EC), the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful
Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the
Electronic Communications Data Protection Directive (2002/58/EC), the Privacy and Electronic
Cormmunications (EC Directive) Regulations 2003 (S| 2426/2003), the Protection of Freedoms
Act 2012 and all applicable laws and regulations relating to the processing of Personal Data
and privacy, including where applicable the guidance and codes of practice issued by the
Information Commissioher;

"Deslgnated Pollce Manager" means the Chief Constable or such other senior post holder
responsible for the relevant Collaboration, on behalf of the Data Processor or Data
Controller(s), as identified in the relevant Collaboration Appendix;

"Effective Date” means the date of this Agreement;

“Environmental Information Regulations” means the Environmental Information
Regulations 2004 together with any guidance andfor codes of practice issued by the
Information Commissioner or relevant Regulatory Body in relation to such regulations;

“FOIA” means the Freedom of Information Act 2000;

“Government Protective Marking Scheme” means a scheme for the classification of
information pursuant to the Cabinet Office’s protective marking scheme or the equivalent
classification under the Cabinet Offices’ new Government Security Classification Scheme;

*“Informatlon® has the meaning given under section 84 of the FOIA;

“Intellectual Property” means any patents, trade marks, service marks, registered designs,
copyrights, database rights, design rights, know-how, confidential information, applicafions for
any of the above, and any similar right recognised from time to time in any |urisdiction,
together with all rights of action in relation to the infringement of any of the above;

“ISO” means Information Security Officer;

“IT System® means the computing environment (consising of hardware, software andfor
telecommunications networks or equipment) used by or on behalf of the Data Processor or any Data
Controller, ar any of its employees, agents, consultants and contractors, to host, access or otherwise
process the Palice Data and, where applicable, identified in the Collaboration Appendix;

“law” means any applicable law, siatute, by-law, regulation, order, regulatory policy,
guidance or industry cods, rule of court or directive or requirement of any Regulatory Body,
delegated or subordinate legislation or notice of any Regulatory Body;

“Malicious Software” means any sofiware program or code intended to destroy, interfere
with, corrupt or cause undesired effects on program files, data, executable code or application
software macros, whether or not its operation is immediate or delayed, and whether the
malicious software is introduced wilfully, negligently or without knowledge of its existence;

“MOPI” means the Code of Practice for the Management of Police Information (2005);

“PCGCs” means the Police and Crime Commissioners who are Parties fo this Agreement and
any successor bodies of those PCCs and "PGC” means any ohe of them;

“Personal Data”, “Sensitive Personal Data”, “Data Subject”, “Subject Access”,
“Information Commissloner”, “process” and “processing” will have the meanings given to
those terms by the Data Protection Act 1988;

“Police Data® means any data (including Personal Data) text, drawings, diagrams, images or
sounds (together with any database made up of any of these) which are embodied in any
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31.
32,

3.3.
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2.1.29.
2.1.30.

2.1.31.

2.1.32,

2.1.33.

2.1.34.
2.1.35.

2.1.36.

2.1.37.

2.1.38.

slectronic, magnetic, optical or tangible media, and which are provided by the Data
Controller(s) to the Data Processor and/or to be shared with or accessed by another Parly
pursuant fo the relevant Collaboration;

“Project Protocol” means the protocol set out in Schedule 1,

“purpose” means the purpose for which the Police Data is processed andfor shared as
identified in the relevant Collaboration Appendix, or if no Collaboration Appendix exists the
purpose agreed by the parties to the Collaboration;

“Regional Policies” means the agreed regional policies and procedures listed in Schedule 3
as may be updated, modified or replaced from time to time by the Parties;

“Regulatory Bodies” means those government departments and regulatory, stafutory and
other entities, committees, ombudsmen and bodies which, whether under statute, rules,
regulations, codes of practice or otherwise, are entitied fo regulate, investigate, or influence
the matters dealt with in the Contract or any other affairs of the Parlles and "Regulatory
Body” shall be construed accordingly;

“Request for Information” means a request for information or an apparent request under the
Code of Practice on Access to Government Information, FOIA or the Environmental
Information Regulations;

“RIAG” means the Regional Information Assurance Group;

*RMADS* means the Risk Management Accreditation Document Set for the relevant
Collaboration, agreed in accordance with the Project Protocol

“Sanior Information Risk Owner” or “SIRO" means the person identified as such for each
Party in the relevant Collaboration Appendix or, if no Cellaboration Appendix exists, the
Deputy Chief Constable;

“Shared Services Senior Iinformation Risk Owner” or “SSSIRO” means the person
identified as such in the Collaboration Appendix or, if no Collaboration Appendix exists, the
SIRO of the police force hosting the Police Data; and

“Template Collaboration Appendix” means the pro forma appendix to be used for each
Gollaboration as set out in Scheduie 6.

In this Agreement unless the context requires otherwise:

2.2.1.
222
223,
2.2.4.
2.2.5.

2.2.6.

22.7.

words importing the singular shail include the plural and vice versa;

words importing any particular gender shall include all other genders;

references fo persons shall include bodies of persons whether corporate or incorporats,
words importing the whole shall be treated as including a reference to any part of the whole;

any reference in this Agreement to any statute or statutory provision shall be construed as
referting to that statute or statutory provision as it may from time to time be amended modified
extended re-enacted or replaced (whether before or after the Effective Date) and including all
subordinate legislation from time to time made under it;

references in this Agreement fo any clauses and Schedules are to the clauses and Schedules
to this Agreement except where otherwise expressly stated; and

headings are used in this Agreement for the convenience of the Parties only and shall not be
incorporated into this Agreement and shall not be deemed to be any indication of the meaning
of the clauses or Schedules fo which they relate.

Collaborations
It is intended that each Collaboration shall be governed by the terms of this Agreement.

Subject to clause 3.3, the Parties agree that they shall adopt and follow the Project Protocol when
considering any Collaboration or proposed Collaboration including agreeing and finalising the terms of
the relevant Collaboration Agreement.

The Parties agree that {as far as possible) each Collaboration shall have a Collaboration Appendix
setting out at least the following in respect of that Collaboration:

3.3.1.

the purpose of the Collaboration and resson why the Police Data is required to be shared fo
meet that purpose;




3.4.

3.5,

3.6.

3.7.

3.8

4.2.
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3.3.2. which Parties will be a parly to the Collaboration:

3.3.3. the types of Police Data to be shared (including security leve! in line with the Government
Protective Marking Scheme) and with whom:

3.34. the basis for sharing the Police Dats;

3.3.5. lIdentifying any Personal Data within the Police Data and whether It includes Sensitive
Personal Data;

3.3.6. the identity of the Data Processor;
3.3.7. the identity of the Data Controller(s);

3.3.8. the point at which the identity of any Data Controller may change (and the impact (if any} such
change will have on the responsibilities of each Data Controller);

3.3.9. the specific responsibilities of each Data Controller, should these differ from the terms set out
In this Agreement;

3.3.10. overall responsibility for providing access to shared Police Data and responding to Subject
Access requests, should this differ from the terms set out in this Agreement;

3.3.11. technical and organisational security arrangements, should these differ from the terms set out
in this Agreement.

A copy of each finalised and signed Collaboration Appendix shall be attached to this Agreement at
Schedule 7.

In the event of any conflict between the provisions of Scheduls § and/or the contents of
Coliaboration Appendix and/or any Collaboration Agreement, the following order of precadence shall

apply:

3.5.1. the provisions of the Collaboration Appendix; then
3.5.2. the provisions of Schedule 5; then

3.6.3. the Collaboration Agreement,

In implementing a Collaboration and camrying out its obligations in respect of the Collaboration
(including its obligations under any Collaboration Agreement), each Party to a Collaboration shall
comply with:

3.6.1. the Regional Policies; and
3,6.2. the provisions on Information Management as set out at Schedule 5,

3.6.3. which shall form part of and be deemed incorporated into the terms of the relevant
Coliaboration {including any Collaboration Agreement).

In the event of any conflict between the Regional Policies, the provisions of Schedule 5 andfor any
policy of a Dala Pracessor or 2 home police force and/for any Collaboration Agreement, the following
order of precedence shall apply:

3.7.1. the provisions of Schedule 5; then
3.7.2. the Collaboration Agreement; then
3.7.3. the Regional Policies; then

3.74. the policy of the Data Processor.

it is the Parties’ intention that any Collaboration Agreement will set out all other relevant terms for that
Collaboration including non-IT policies and procedures and provisions relating to staff, premises,
assets, vehicles, fiability and insurance.

The RIAG and RIAG Meetings

The RIAG will be chaired by the Nottinghamshire Police Deputy Chief Constable or such other person
appointed by the Chief Constables or agreed by their nominated representatives.

Each RIAG will consist of:
4.2.1. the person appointed as chairperson under clause 4.1 (the "Chair);
4.2.2. the information Manager from each force a Parly to this Agreement; and
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4.3.

44.

4.5.

4.6.

4.7.

4.8.

4.9,

4.10.

4.11.
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4.2.3. the I1SO from each force a Party fo this Agreement,

The RIAG may, where it considers it necessary or desirable, invite any additional individuals to a
meeting of the RIAG to assist it in performing its functions under this Agreement.

All members of the RIAG or invitees to an RIAG meeting will be vetted as appropriate.

Any member of the RIAG may participate in RIAG meetings by tele-conference, video-conference, or
any other technology that enables everyone participating in the meeting to communicate interactively
and simultaneously with each other.

The quorum for a meeting of the RIAG will be one representative of each force a Party to this
Agreement present in person, or by tele-conference, video-conference, or other technology mentioned
above.

In the absence of the Chair, the RIAG may appoint another person from among its members to act as
Chair for meetings of the RIAG from fime to time.

The Parties will ensure that the RIAG meets at least every {three) months af venues and times io be
agreed by the Parties.

Meetings of the RIAG will be convened with at least 14 days written notice provided to the RIAG
members in advance. That notice must include an agenda. Minutes of the meatings of the RIAG will
be prepared by the Regional Project Management Officer or, in their absence, the Chair's PA and shall
be sent to each of the Parties within fourteen days afier each meeting.

Each RIAG member will through its representative, or alternate, have a single vote on the RIAG.
Decisions will be taken by a simple majority.

Save where the matter would fall within the responsibilities of the PCCs, the Chair may at his/her sole
discrelion determine that any decision before the RIAG should be determined by the Chief Constables
or their nominated delegates.

The RIAG’s Terms of Reference and Alms

The RIAG wilt:

B.1.1. ensure RIAG's compliance with legal requirements and national standards;
5.1.2. monitor the ethical standards within RIAG;

5.1.3. support the continued development of the long standing and effective collaboration across the
Parties by ensuring RIAG's proper function and integration with other collaborative work
streams;

5.1.4. approve policies for the RIAG;

5.1.6. consider, review and, if deemed appropriate, approve the addition of new Collaborations to be
govemed by the terms of this Agreement;

5.1.8. prioritise Collaboration workload to stike a balance between local, regional and national
activities;
5.1.7. champion the aims of regional collaboration convergence within the Parties;

5.1.8. provide an executive link between the governance of local police force change projects and
regional projects; and

5.1.9. raview and, if appropriate, update these Aims at least every year.
The Chair's Responsibilities

The Chair shall be responsible for:

6.1.1. the organisation, direction and management of the RIAG;

6.1.2. the formulation (in consultation with other RIAG members where necessary) of policy,
procedure and guidance for the RIAG;

6.1.3. the determination (in consultation with other RIAG members) of RIAG’s operational and
management activities, and its other activities;

6.1.4. reporting to the Deputy Chief Constables on the acfivities of the RIAG.




7.2,

7.3.

10.
10.1.

10.2,
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Publicity
No Party shall:

7.1.1. take steps to publicise the existence of this Agreement or any operation or investigation
undertaken pursuant to any authorisation under this Agreement or a Collaboration Agreement
without the prior written approval of the other Parties; or

7.1.2. use any other Party’s name, loge or brand in any promotion or marketing or announcement of
orders without the prior written approval of the other Party; or

7.1.3. issue any press release or other public document, or make any public statement, containing or
otherwise disclose to any person who is not a party, information which relates to or is
connected with or arises out of this Agreement or the matters contained [n i (including any
Coliaboration), without the prior written approval of the other Parties. The Parties shall in any
event consult together upon the form of any such press release, document, or statement as
and when such releases are required.

Each Party will nofify the relevant Party or Parties as soon as reasonably practicable of any fact or
occurrence of which it is or becomes aware relafing to another Party (or Parties) that could, in the
reasonable opinion of that Party, be expected fo cause adverse publicity to the another Party {or
Parties) in relation to this Agreement or any Collaboration.

Each Party will be entitled to publicise this Agreement and any Coilaboration Agreement in accordance

with any legal obligation on it, including:

7.3.1. any examination of this Agreement or the relevant Collaboration Agreement by an extsrnal
auditor or otherwise;

7.3.2. pursuant to the PCCs’ statutory obligations under the Elected Local Policing Bodies (Specified
Information) Order 2011.

Pubilic Interest Disclosure

The Parties acknowledge and agree that for the purposes of the legal protection against victimisation
and dismissal provided under the Public Interest Disclosure Act 1998 ("PIDA") for individuals who
disclose information so as to expose malpractice and matters of similar concem (known as "whistle
blowers"), police officers and police staff shall be entitled to report such "whistle blowing" matters back
to their home police force and it is their home police force who shall be obiiged to give such legal
protection pursuant to PIDA.

Liabilities

The Parties acknowledge and agree that in the absence of a Collaboration Agreement or Collaboration
Appendix or other agreement stating the contrary, the Parties to a Collaboration shall be jointly and
severally liable for any and all liabilities that may arise in relation to that Collaboration.

Notices

Any notice to be given under this Agreement must be in writing, may be delivered to the other Party or
Parties by any of the methods set out in the left hand column below and will be deemed to be received
on the corresponding day set out in the right hand cofumn.

Method of service Deemed day of receipt

By hand or courier the day of delivery

By pre-paid first class post the second Business Day after posting

By recorded delivery post the next Business Day after posting

By fax (provided the senders fax the next Business Day after sending or, if
machine confirms complete and error- sent before 16.00, on the Business Day it
free fransmission of that nofice to the was sent

correct fax number)

By emall (provided the recipient the next Business Day after sending or, if
confirms complete and errorfree | sent before 16.00, on the Business Day it
transmission of that notice to the correct was sent

email address)

The Parties’ respective representatives for the receipt of nofices are, until changed by notice given in
accordance with this clause 10, the Chief Constable of each Party and the Chief Executive of each
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1.
11.1.

11.2.

12.

12.1.
12.2.

12.8.

13.
13.1.

13.2,

14.
14.1.

14.2.

14.3.
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PCC (the addresses for service are set out in Schedule 4).
Review and Variation of Agreement

The Parties shall review this Agreemsnt {including the Aims, the Project Protocel and the Regional
Policies) on an annual basis and the Parties may make any amendments necessary by agreement in
writing subject to clause 11.2.

A variation agreed by the Parties which amounts to a maleria! variation (other than a change to the
Aims, the Project Protocol or the Regional Policies) will constitute the termination of this Agreement
and give rise to the requirement for a new agreement. Where amendments are made, they will be
subject to any relevant approvals/consultations set out in the Police Act 1996 (as amended by the
Police Reform and Social Responslbility Act 2011} (the “Act’).

Withdrawal and Termination
The Parties agree that this Agreement may be terminated at any time by all the Parties.

The Parties acknowledge that the nature of the RIAG is such that there is a significant inter-
dependency between the obligations of the PCCs and those of the Chief Constables under this
Agreement. Subject to any obligations or requirements of the Act including but not limited to any
direction of the Secretary of State the Parties agree that:

12.2.1. if a Chief Constable or PCC wishes to withdraw from this Agreement then their respective
Chief Constable or PCC will also withdraw from this Agreement;

12.2.2. if a Chief Constable and PCC wish to withdraw from this Agreement pursuant to clause 12.2.1
they may withdraw by giving not less than one month's written notice to the RIAG, the Chief
Constables and the PCCs.

The Secretary of State may terminate this Agreement In whole or in part with immediate effect or at the
end of a specified period.

Consequences of Termination

In the event of termination of this Agreement as a whole in accordance with clause 12.1 and no
subsequent agreement being formed for RIAG:

13.1.1. the Chief Constables and PCCs will use their best endeavours to minimise the effect on any
outstanding police operation, investigation or prosecution by providing reasonable and
proportionate assistance to the Chief Constable assuming responsibility,

13.1.2. afl Intellectual Property developed by the RIAG will be vested jointly in the PCCs.

The temination of this Agreement or withdrawal by a Party from this Agreement, shall not affect any
existing Collaborations or Collaboration Agreements and the Parties shall continue to be bound by the
terms of this Agreement for existing Collaborations unless the Parties agree otherwise in writing.
However, the Parties acknowledge that the termination of this Agreement or the withdrawal of a Party
will necessitate further discussion and agresment in respect of any shared information technology,
communication systems, information assurance, information management and/or the hosting, sharing,
using, processing and/or shared access to Police Data taking place under the terms of existing and
future Collaborations.

Disputes and Arbitration

Any dispute between the Parties arising out of or in connection with this Agreement or Its dissolution
will in the first instance be referred to a meeting of the Chief Constables and the PCCs for discussion
and to attempt to resolve the matter. If the dispute Is not resolved at that meeting the dispute shall be
referred to a single arbitrator to be agreed upon by the Parlies or in default of agreement to be
nominated by the President for the time being of the Chartered Institute of Arbitrators in accordance
with the Arbitration Act 1996.

Nothing in clause 14.1 shail restrict at any time while the dispute resolution procedure is in progress,
or before it is evoked, the freadom of any Party to commence legal proceedings to preserve a legal
right or remedy pending the outcome of the dispute.

If a dispute is referred to arbitration, the disputing Parties will comply with the following provisions:

14.3.1. the arbitration will be govemed by the provisions of the Arbitration Act 1996 and the London
Court of Intemnational Arbitration ("LCIA") procedural rules wili be applied and are deemed to
be incorporated into this Agreement (save that, in the event of any confiict between those rules
and this Agreement, this Agreement will prevail),
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14.3.2. the declslon of the arbitrator will be binding on the disputing Parties {in the absence of any
material fallure by the arbitrator to comply with the LCIA procedural rules);

14.3.3. the arbitration proceedings will take place in a location fo be agreed between the Parties or in
default of agreement to be determined by the appointed arbitrator.

Assignment & Successors to the PCC

Subject to clause 15.2 and except by statutory enactment, none of the Parties may assign or transfer
this Agreement as a whole, or any of its rights or obligations under it, without first obtaining the written
consent of all of the other Parties (such consent not to be unreasonably withheld or delayed).

Any change in the legal status of any PCC such that it ceases to be a legal entity for the purpose of
this Agreement shall not affect the validity of this Agreement. In such circumstances, this Agreement
shall bind and inure to the benefit of any successor body to any PCC.

lilegalfunenforceable Provisions

If the whole or any part of any provision of this Agreement is void or unenforceable, the other
provisions of this Agreement, and the rest of the void or unenforceable provision, will continue in force.

Waiver of rights

If a Party fails to enforce or delays in enforcing an obligation of any other Party, or fails to exercise or
delays in exercising a right under this Agreement, that failure or delay will not affect its right to enforce
that obligation or constitute a waiver of that right. Any waiver by a Party of any provision of this
Agreement will not, unless expressly stated to the contrary, constitute a waiver of that provision on a
future occasion.

Entire Agreement

This Agreement (together with the documents referred to in it) constituies the entire agreement
between the Parties relating to its subject matter. Each Party acknowledges that it has not entsred
into this Agreement on the basls of any warranty, representation, statement, agreement or undertaking
except those expressly set out in this Agreement. Each Party waives any claim for breach of this
Agreement, or any right to rescind this Agreement in respect of any representation which is not an
express provision of this Agreement. However, this clause 18 does not exclude any liability which any
Party may have to any other (or any right which any Parly may have to rescind this Agreement) in
respect of any fraudulent misrepresentation or fraudulent concealment prior to the execution of this
Agreement.

Further Assurances

Each Party shall, at the request of any other Party, provide all reasonable support and assistance
which may be necessary to give effect to this Agreement or any of the provisions hereunder.

Without prejudice to the generality of clause 19.1, each Party will take any action and execute any
document reasonably requested by any other Party to give effect to any of its rights under this
Agreement.

Counterparts

This Agreement may be executed in any number of counterparts, each of which, when signed shall be
an original, and all the counterparts together shall constitute one and the same instrument.

Third Parties

Except as otherwise provided by the Act or other statutory enactment, no one except a Party to this
Agreement has any right to prevent the amendment of this Agreement or its termination, and no one
except a Party to this Agreement may enforce this Agreement.

Governing Law

This Agreement is governed by, and is to be construed in accordance with, English Law. Subject to
clause 14, the Parties agree that the English Courts will have exclusive jurisdiction to.deal with any
dispute which has arisen or may arise out of orin connection with this Agreement.
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SCHEDULE 1
Project Protocol

For each Collaboration, the Parties to that Collaboration shall, in conjunction and consultation with the
RIAG:

agree the Collaborafion’s governance framework and decision making process;

agree and put in place any additional policies required for the Collaboration (eg shared services
security policy);

agree appropriate service levels for the provision of any IT support services provided as part of (or
required in relation to) the Collaboration;

undertake a risk assessment for the Collaboration and agree the Collaborations risk appetite
statement,

sign and complete RMADS for the Collaboration;
undertake a privacy Impact assessment;

appoint and identify (and define the roles and responsibiliies of) the following (where appropriate) for
the Collaboration:

L

-

o

o o o O

Q

SIRC;

Desighated Police Manager,

1SO

Shared Services SIRO;

Shared Services ITSO;

Shared Services Lead Accreditor,

Shared Services Security and Information Risk Advisor,
Information Asset Owner;

System Administrator.

The flow-chart at Schedule 2 shows how the RIAG will interact with the project lead for the relevant
Collaboration.
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SCHEDULE 3
Regional Policies

As at the date of this Agreement, there are none.
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SCHEDULE 4
Addresses for Service

The Police and Crime Commissioner for Lelcestershire: Force Headquarters, St Johns, Enderby,
Leicestershire, LE19 2BX

The Police and Crime Commissioner for Northamptonshire; Wootton Hall, Northampton, NN4 0JQ

The Police and Crime Commissioner for Nottinghamshire: Arnot Hill House, Arnot Hill Park,
Arnold, Nottingham, NG5 6LU

The Police and Crime Commissioner for Derbyshire: Force Headquarters, Butterley Hall, Ripley,
Derbyshire, DES 3RS

The Police and Crime Commissloner for Lincolnshire: Police Headquarters, Deepdale Lane,
Nettleham, Lincoln, Lincolnshire, LN2 2LT

Chief Constable of Leicestershire Police: Force Headquarters, St Johns, Enderby, Leicester, LE19
2BX

Chief Constable of Northamptonshire Police: Force Headquarters, Wootton Hall, Northampton,
NN4 0JQ

Chief Constable of Nottinghamshire Police: Force Headquarters, Sherwood Lodge,
Armold, Nottingham, NG5 8PP

Chief Constable of Derbyshire Constabulary: Force Headquarters, Butterley Hall, Ripley,
Derbyshire, DE5S 3RS

Chief Constable of Lincoinshire Police: Police Headquarters, Deepdale Lane, Nettleham,
Lincoln, Lincolnshire, LN2 2LT
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SCHEDULE 5
Information Management
(including FOIA, Confidentiality, Data Protection, Data Security and Risk Management)

Freedom of Information

Each Parly acknowledge that the Parties are subject to the requirements of the FOIA and the
Environmental Information Regulations and will assist and co-operate with the other Parties to enable
each Party to comply with its Information disclosure obligations.

Each Party will (and will ensure that the RIAG will):

1.2.1. transfer to the relevant Party's Data Protection Officer all Requests for Information relating to
that Party that they receive as soon as practicable and in any event within 2 Business Days of
raceiving a Request for Information,;

1.2.2. provide the relevant Party with a copy of all Information in their possession or power in the
form that the relevant Party requires within & Business Days of the Party's request,

1.2.3. provide all necessary assistance as reasonably requested by the relevant Parfy to enable the
relevant Party to respond to the Request for Information within the time for compliance set out
in section 10 of the FOIA or regulation 5 of the Envirenmental information Regulations; and

1.2.4. not respond directly to a Request for Information relating to any other Party(ies) without first
consulting with the other Party{ies).

Notwithstanding any other provision in the Contract, each Party wilt be responsible for determining in
its absolute discretion whether any Information is exempt from disclosure in accordance with the
provisions of the FOIA or the Environmental Information Regulations.

The Partles acknowiedge that (notwithstanding the provisions of this paragraph 1) each Party may,
acting in accordance with the Department of Constitutional Affairs' Code of Practice on the Discharge
of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000 ("Code"), be
obliged under the FOIA or the Environmental Information Regulations fo disclose Information
concerning the other Party:

1.4.1. in certain circumstances without consuliing the other Party; or
1.4.2. following consultation with the cther Party and having taken its views info account,

provided always that where paragraph 1.4.1 applies the Party wil, in accordance with any
recommendations of the Code, take reascnable steps, where appropriate, to give the other Patty
advanced notice or, failing that, to draw the disclosure to the other Parly's attention after any such

disclosure.
Confidentlality

Except to the extent set out in this paragraph 2 or where disclosure is expressly permitted elsewhere
in the Confract, each Party (the "Receiving Party”) will:

2,1.1. treat the Confidential Information of another Party ({the “Disclosing Party”) as confidential and
safeguard it accordingly; and

2.1.2. not disclose the Disclosing Parly’s Confidential Information to any other person without the
Disclosing Party's prior written consent; and

2.1.3. not use any of the Disclosing Party's Confidential Information otherwise than for the purposes
of the Contract.

Paragraph 2.1 will not apply to the extent that:

2.2.1. such disclosure is a requirement of Law placed uponh the Receiving Party making the
disciosure (including any requirements for disclosure under the FOIA or the Envirenmental
Information Regulations pursuant to paragraph 1) or the Receiving Party if required to do so
by a court of competent jurisdiction or by any Regulatory Body with jurisdiction over the
Receiving Party provided that the Receiving Parly will

2.2.1.1. not make any disclosure without first consulting with the Disclosing Party; and
2.2.1.2. only copy or disseminate Confidential information to third parties in accordance with
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and to the extent of the relevant Law; or
2.2.2. such disclosure is in accordance with the relevant Contract: or

2.2.3. such disclosure is made by a Data Processor to enable its employees or a third party supplier
to provide maintenance services provided that such services shall be carried out in
accordance with the Regional Policies and/for the Data Processor's IT Policies (as appropriate)
and the employees or third parties carrying out the maintenance services shall be closely
supervised by a member of the Data Processor's IT department at all fimes; or

2.2.4. such information was;

2.24.1. in the possession of the Receiving Party making the disclosure without obligation of
confidentiality prior to its disclesure by the Disclosing Party; or

2.24.2. obtained from a third party without obligation of confidentiality; or

22.4.3. already in the public domain at the time of disclosure otherwise than by a breach of
the Contract {including the provisicns of this Schedule 5); or

2244, independently developed without access to the Disclosing Party's Confidential
Information.

Each Receiving Party may only disclose Confidential information to its personnel (including its
consultants, contractors or other person engaged by the Receiving Party) who are directly involved in
the operation of the Contract or the Collaboration (including any personnel providing maintenance
services In accordance with paragraph 2.2.3) and who need to know such information, and will ensure
that such personnel are aware of and will comply with these obligations as to confidentiality. in the
event that any default, act or omission of any of the Receiving Party’s personnel causes or contributes
(or could cause or contribute) to the Receiving Party breaching its obligations as to confidentiality
under or in connection with the Contract or the Collaboration:

2.3.1. the relevant Receiving Party will take such action as may be appropriate in the circumstances,
Including the use of disciplinary procedures in serlous cases;

2.3.2. to the fullest extent permitted by its own obligations of confidentiality to any of the Receiving
Party’'s personnel, the relevant Receiving Party will provide such evidence to the Disclosing
Party as the Disclosing Party may reasonably require (though not so as to risk compromising
or prejudicing the case) to demonstrate that the Receiving Party is taking appropriate steps to
comply with this paragraph 2, including:

2.32.1. copies of any written communications to and/or from the Receiving Parly's
personnel; and

2.3.2.2. any minutes of meetings and any other records which provide an audit trail of any
discussions or exchanges with the Receiving Parly's personnel in connection with
obligations as to confidentiality.

Nothing in the Contract wilf prevent any Receiving Party from disclosing the Disclosing Party’s
Gonfidential Information:

24.1. toany Police and Crime Commissioner, Reguiatory Body or to any Contracting Authority (and
all Police and Crime Commissioner, Regulatory Bodies or Contracting Authorities receiving
such Confidential Information will be entitled to further disclose the Confidential Information fo
cther Police and Crime Commissioners, Regulatory Bodies or other Contracting Authorities on
the basis that the information is confidential and is not to be disclosed fo a third party that is
not part of any Police and Crime Commissioner, Regulatory Body or any Contracting
Authority);

2.4.2. for the purpose of the examination and cettification of the Recelving Party’s accounts; or

2.4.3. for any examination pursuant to section 6(1) of the National Audif Act 1983 of the economy,
efficiency and effectiveness with which the Recelving Party has used its resources,

2.4.4. provided that the relevant Receiving Party uses all reasonable endeavours fo ensure that the
Police and Crime Commissioner, Regulatory Body, Contracting Authority, employee, third
parly, or sub-coniractor to whom the Disclosing Party’s Confidential Information is disclosed
pursuant to this paragraph 2.4 is made aware of the Receiving Party’s obligations of
confidentiality.

Nothing in the Contract will prevent any Party from using any techniques, ideas or know-how gained
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during the performance of the Contract or the Coliaboration in the course of its rormal business to the
extent this use does not result in a disclosure of the Disclosing Party's Confidential Information in
breach of this paragraph 2 or an infringement of Intellectual Property.

Each Party will tell the affectsd Party(ies) immediately if it discovers that any provision of this
paragraph 2 has been breached and will give the affected Party(ies) ail reasochable assistance in
cohnection with any proceedings arising from such breach,

The Perties agree that damages may not be an adequate remedy for any breach of this paragraph 2
by any Parly and that the affected Party(ies) will be entifled to obtain any legal and/or equitable relief,
including injunction, in the event of any breach of the provisions of this paragraph 2.

For the avoidance of doubt nothing In this paragraph 2 is intended to restrict the PCCs' statutory
obligations under the Elected Local Policing Bodies (Specified Information} Order 2011 or any other
legislation.

The obligations in this paragraph 2 will continue without limit in time,
Data Security

In accordance with Her Majesty's Government Information Assurance Standards ("HMG IAS") and the
ACPO Community Security Policy ("ACPO GSP"), the SSSIROQ will uitimately oversee and hold
responsibility for information security and Information risk management for all business activities
undertaken within the terms of the Contract and the Collaboration.

It is recognised that the Data Processor hosts Police Data for and on behalf of the Data Controllers
and that some of the Police Data hosted by the Data Processor has been previously protectively
marked as ‘Restricted’ or ‘Confidential' by the Data Controlier(s) under the Government Protective
Marking Scheme.

The Parties acknowiedge and agree that the Data Controllers have obligations relating to the security
of Police Data in their contro! under Data Profection Law, MOPI and the ACPO Police Service
Information Assurance Strategy.

Each Party acknowledges and agrees that it shall be responsible for the quality of the Police Data that
it enters onto the IT System in accordance with MOPI,

The Data Processor, on behalf of the Data Controller(s), during the term of the Contract and any
Collaboration, will comply with all relevant obligations:

3.5.1. as detalled in the RMADS submitted by the 1SO of the lead force for the Collaboration and
approved by the SSIRO;

3.6.2. in accordance with MOPI, ACPO CSP, HMG IAS and the ACPO Police Service Information
Assurance Strategy.

Unless stated otherwise in the Contract, the Data Processor shail:
3.6.1. ensure access to the Police Data is confined to authorised persons only;

3.6.2. take responsibility for preserving the integrity, security and confidentiality of the Police Data
and preventing the corruption, unauthorised disclosure or loss of the Police Datg;

3.6.3. perform secure back-ups of all the Police Data and shall ensure that up-to-date back-ups are
stored off-site in accordance with the BCDR Plan; and

3.64. ensurethat the IT System is a secure system that complies with the Regional Policies.

If any time, the Data Processor suspects or has reason fo believe that the Police Data has or may
become corrupted, lost or sufficiently degraded in any way for any reason, then the Data Processor
shall notify the relevant Data Controller(s) immediately and inform the relevant Data Controller(s) of the
remedial action the Data Processor proposes {o take.

if the Police Data is cornupted, lost or sufficlently degraded as a result of the Data Processor's breach
of the Contract, the relevant Data Controiler(s) may:

3.8.1. require the Data Processor (at the Dala Processors expense) to restore or procure the
restoration of the Pelice Data to the extent and in accordance with the requirements specifisd
in the BCDR Plan and Regional Policies and the Data Processor shall do so as soon as
practicable and in any event no later than 3 Business Days after the discovery of the
cotruption, loss or degradation; or

3.8.2. itself restore or procure the restoration of the Police Data and shall be reimbursed by the Data
17
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Processor any reasonable expenses in doing =so, (o the extent and in accordance with the
requirements specified in the BCDR Plan.

Each Party will, as an enduring obligation throughout the term of the Contract and the Coliaboration,
use the latest versions of anti-virus definitions and software available from an industry accepted anfi-
virus software vendor to check for, contain the spread of and minimise the impact of Malicious
Software in that Party's systems and/or the IT System.

Notwithstanding paragraph 3.9, if Malicious Software is found on the IT System, the Parties will co-
operate to reduce the effect of the Malicious Sofiware and, particularly if Malicious Software causes
loss of operational efficiency or loss or corrupfion of Police Data, assist each other to mitigate any
losses.

Risk Management

Each Party to the Collaboration shall comply with the provisions of the BCDR Plan and shall ensure
that it is able to implement its obligations under the BCDR Plan at any time.

For each Collaboration, the 1SO of the lead force for the Collaboration shall:

4.2.1. assist the project manager for the Coltaboration o identify any risks during any on-boarding or
implementation stage of the Collaboration and assist the relevant Information Asset Owner(s)
once the Collaboration has fully commenced;

4.2.2. ensure that there is a formally documented process for notifying, recording and managing
information security incidents. The process will include provision for investigation, escalation
relative to risk, media management, notification to the Information Commissioner and formal
review of any such incident;

4.2.3. ensure that all Collaboration assets are managed in accordance with the ACPO CSP; to
include maintenance of asset registers, licensing, use of removable media, use of encryption
and secure disposal at the end of asset life;

4.2.4. ensure that approptiate arrangements are in place to comply with the Government Protective
Marking Scheme for all activities undertaken in respect of any Collaboration;

4.2.5. ensure that any and all cryptographic materlais are handled and utilised in compliance with
HMG IAS 4 or the relevant prevailing standard, with suitably trafned and accredited staffing
resources in place;

4.2.6. ensure thai, where necessary, the IT System is formally ‘accredited’ in accordance with HMG
IAS18& 2

4.2.7. ensure that the precurement and deployment of any new/additicnai information system utilised
for the purposes of the Collaboration is conducted In compliance with ACPO CSP, including
the use of formal ‘Security Aspects Letters’ as necessary.

For each Collaboration, the relevant Information Asset Owner(s) shall:

4.3.1. maintain an information risk register and co-ordinate activity fo mitigate identified risks, utilising
the collective information security resources of the Parlies as necessary and by mutual
agreement and report its management of such risks fo the SIRO as required;

4.3.2. ensure that there are appropriately documented procedures to manage access to the IT
System, proportionate to the risks associated with the IT System and the Collaboration,
including any associated personnel security vetting and removal of access, when there is no
longer a legitimate business need for that access. This will include any necessary
supplementary procedures relating to remote and/or third party access;

4.3.3. ansure that robust arrangements are in place to monitor and audit the use of the IT System, o
include appropriate reporting mechanisms and independent verification as necessary;

The SIRD for each Party shall ensure that a robust regime of awareness, training and education is in
place and delivered to all of that Party's staff with access to information assets, in accordance with
ACPO CSP.

Except as expressly provided otherwise, the Contract does not transfer ownership of or create any
licences (implied or othetwise) in any Intellectual Property in any Police Data.

Unless the Collaboration Appendix states otherwise, the Data Processor shall comply with the Data
Confroller's data retention policy and shall return to the Data Confroller any Police Data held by the
Data Processor that is no longer required for the purpose for which it was provided.
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The Data Processor's Deslgnated Police Manager will be responsible for ensuring the safe subsequent
disposal of any archived coples of Police Data that have been created by back-up or recovery
procedures carried out by the Data Processor.

Unless the Collaboration Appendix states otherwise, if a Data Controller terminates its involvement or
otherwise withdraws from a Collaboration: ‘

4.8.1.

4.8.2.

a capy of any Police Data owned by that Data Controfler (whether solely or jointly with another
party to the Collaboration) shall be provided by the Data Processor fo the Data Controller in
such format and within such timeframe as the Data Controller shall reasonably request; and

any Police Data solely owned by that Data Controller shall be deleted from the IT System and
any back-up copies desfroyad.

Data Protection
Each Party shall

5.1.1.

5.1.2.

comply with its obligations as Data Controller andfor Data Processor (as appropriate} under
any applicable Data Protection Law; and

not, by act or omission, put any other Party in breach of, or jeopardise any registration under,
any applicable Data Protection Law.

The Data Processor warrants, undertakes and represents thaf it shall:

5.2.1.

5.2.2.

5.2.3.

5.2.4.

5.2.5.

5.26.

5.2.7

(and will procure that all its agents and sub-contractors will) have in place and implement all
appropriate technical and organisational measures to

5.2.1.1. protect against unauthorised or uniawful processing of each Data Controller's Police
Data; '

5212 protect against accidental loss or destruction of, or damage to, each Data
Controller's Police Data;

5.2.1.3. deter deliberate compromise or opportunist attack by third parties which would or
could compromise each Data Controller's Police Data; and

5.2.1.4. take (and will procure that ali its agents and sub-contractors will take) all reasonable
steps 1o ensure the reliability of any staff that may have access to the Data
Controlier's Police Data,

not copy or store any Police Data on any removable media or any system or media other than
the IT System, without the relevant Data Controller's prior writien approval;

save where the Collaboration Agreement or Collaboration Appendix states otherwige or where
permitted pursuant to paragraph 5.2.4, not use the services of any sub-contractors in
connection with the processing of the Police Data without the prior written approval of the Data
Controiler;

ensure that access to the Police Data is limited to those employees or authorised sub-
contractors who need access to the Police Data to meet the Data Processor's obiigations
under the Contract or who carry out maintenance services,

ensure that all employees or authorised sub-confractors with access to Police Data in
accordance with this paragraph 5.2:

5.2.5.1. areinformed of the confidential nature of the Police Data;,
5.2.52. are appropriately technically qualified;

5.2,53. are (or are closely supervised by) authorised members of the Data Processor's IT
depariment; and

5254. comply with the Regional Policies and/or the Data Processor's IT Policies {as
appropriate Data Processor’s IT Policies;

shall (and will procure that all its employees, agents and approved sub-contractors will) act
only on the instructions of the Data Controller(s) in relation fo the processing of any of the Data
Controlier's Personal Data and, so that there is no doubt, it is agreed that, save where the
Data Processor is also a Data Controller, the Data Processor will only act as a data processor
in processing any Personal Data comprised in the Data Controlier's Police Data,

only use or process the Data Controfler's Police Data for the Purpose or as is necessary to
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perform its obligations under the Contract;

5.2.8. it will not generate reports/documents using the Data Controller's Police Data apart from as
specified in the Contract or as necessary to carry out protective monitoring of the IT System;

5.2.9. itshall allow the Data Controller(s) access on reasonable notice to any of the Data Processor's
premises where the Data Controller's Police Data are stored or at which they are accessible to
inspect any relevant procedures and/or, at the option of the Data Controller(s), to provide the
Data Controller{s} with evidence of the Data Processor's compliance with the provisions of this
paragraph 5.

If a Party (the "Recipient”) receives a Subject Access request (or other lawful request for Perscnal

Data) relating to Personal Data where it is not the Data Controller, the Recipient will refer the request

at the earliest opportunity to the Data Protection Officer or equivalent of the appropriate Data

Controlier(s) for a response as the Recipient will not be in a position to access or comment on whether

there would be harm to the policing purpose through a disclosure.

If a Party (the “Recipient’) receives a Subject Access request (or other lawful request for Personal
Data) relating to Personal Data where the Recipient is also a Data Controlier of that Personal Data
with another Party, the Recipient will:

5.4.1.  promptly inform the other Data Controller(s) about the receipt of any Subject Access request
setved on the Recipient; and

5.4.2. notdisciose or release any Personal Data belonging to another Data Controller in response to
a Subject Access request served on the Recipient without first consulting with the other Data
Controlier(s).

The Data Processor will give reasonable assistance as is necessary to the Data Controller(s) in order
to enable itthem to comply with such obligations as are imposed on the Data Controller(s) by Data
Protection Law in relation to the Personal Data processed by the Data Processor: this assistance
includes the obligation to:

5.5.1. provide each Data Controller with reasonable assistance in complying with any Subject Access
request received by the Data Controlier;

5.5.2. respond to Information Notices served upon the Data Processor by the Information
Commissionher;

5.5.3. respond to complaints from Data Subjects;
5.5.4. investigate any breach or alleged breach of Data Protaction Law by the Data Processor.

The Data Processor will not transfer any of the Data Controller's Personal Data to any country or
territory outside the UK other than with the express prior consent of the Data Controller.

The Data Processor will, immediately an demand, fully Indemnify each Data Controiler and keep each
Data Controller fully and effectively indemnified against aff costs, claims, demands, expsnses
(including legal costs and disbursements), losses, actions, proceedings and liabilities of whatsoever
nature arising from or incurred by the Data Controller as a result of the loss or destruction of or
damage to or unauthorised disclosure of or unauthorised access to the Data Controller's Personal
Data in connection with any failure of the Data Processor to comply with the provisions of this
paragraph 5 or any Data Protection Law.

The Data Processor will inform the Data Controller promptly of any enquiry, complaint, notice or other
communication it recelves from any supervisory authority, including the Information Commissioner's
Office or any Data Subject, relating to Personal Data processed by it in connection with the Contract or
any Collaboration. The Data Processor will provide all necessary assistance to the Data Controlier to
enable it to respond to such enquiries, complaints, notices or other communications.

Without prejudice to paragraph 5.5.4, In the event of the theft, loss or other unauthorised access to
the Data Confroller's Personal Data by any person (a “Data Breach"), each Party (other than the Data
Controliar) wilk

$.9.1. immediately upon becoming aware of the Data Breach, notify the Data Controller in writing;

5.9.2. provide the Data Controller and its advisers with all reasonable assistance in connection with
the Data Breach, including:

5.9.2.1. co-operating with the Data Confroller, the Information Commissioner and any other
relevant Regulatory Bodies;
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59.2.2,

59.2.3,

5924

providing information on the Data Breach to the Data Controller, Information
Commissioner and any other relevant Regulatory Bodies;

investigating the incident and its cause, containing and recovering the compromised
Personal Data in compliance with relevant Data Protection Law; and

co-ordinating with the Data Controller the management of public relations and public

statemenis relating to the Data Breach. For the avoidance of doubt, no Party will
make any public statement in relation to a Data Breach except as permitted by
clause 7
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Signed by the Parties on the date set aut at the beginning of this document.

Sighed by ;
duly autherised to sign for and on belalf of Q.QQQ_,

POLIGE AND CRIME COMMISSIONER FOR P
LEICESTERSHIRE . SToOCC
Signed by

~N
duly authoriasd b sign for and on behalf of
CHIEF GONSTABLE OF LEICESTERSHIRE Farad 1,

POLICE

Signed by

duly authorised to sign for and on behalf of
POLICE AND CRIME COMMISSIONER FOR

NOTTINGHAMSHIRE
i a—
duly authorised fo sign for and on behalf of

CHIEF GONSTABLE OF CH2ls EARE
NOTTINGHAMSHIRE POLICE

Signed by

duly authorised to sign for and on behalf of
POLICE AND CRIME COMMIESIONER FOR
NORTHAMPTONSHIRE

Signed by

duly authorised te sign for and on behalf of
CHIEF CONSTABLE OF
NORTHAMPTONSHIRE POLICE

Signed by

duly authorizsed to sign for and on behalf of
POLICE AND CRIME COMMISSIONER FOR
DEREYSHIRE

Signed by

duly authorised fo sign for and on bahalf of
CHIEF GONSTABLE OF DERBYSHIRE
CONSTABULARY

Signed by

duly authorised 1o sign for and on behak of
POLICE AND CRIME COMMISSIONER FOR
LINCOLNSMIRE

Signedby AP £ o JEN

duly authorised to sign for and on behalf of
cnﬁgﬁ CONSTABLE OF LINCOLNSHIRE
PO
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